STAGE 2 MATHEMATICAL STUDIES

ASSESSMENT TYPE 2: FOLIO – Encryption using Matrices
Introduction

Security of information is of major interest to many corporations, and governments throughout the world, especially with respect to the military and economic information. You may be aware of security on your wireless connection where all transmissions are encrypted.

Many different ciphers have been developed over the years such as Four Square, Bifid, Trifid, Playfair and Hill to name a few.

The Playfair cipher was developed in 1854 by Charles Wheatstone but promoted by Lord Playfair after who it was named. The Playfair cipher is a symmetric encryption technique. It encodes pairs of characters (digraphs) using a 5 by 5 table and a set of 4 simple rules that are based on symmetry and the location of the digraphs within the table. The Playfair cipher was popularised in 2007 in the movie “National Treasure 2 - The Book of Secrets”. The Playfair cipher is no longer considered useful by military organisations due to the ease and speed in which it can be decoded by modern computers.

The Hill cipher was invented in 1929 by Lester S. Hill and was based on the principles of linear algebra.

In this folio task you will use matrix multiplication and modular mathematics (mod maths) to code and decipher a message. You will use the principals modelled to design and use your own encryption key. It will be important to note the limitations of the simplified method of encryption.
Matrix multiplication encryption steps are still used today in combination with nonlinear encryption steps to create secure ciphers.

This task has been split into 2 sections.

Part A is practice only. You may use the ideas and working you do in Part A as the mathematical working to support your submission for Part B. You should use Part A to investigate the method of coding you will use in the report you write for Part B.
Part B is a report to a company for which you have been asked to develop a method of encoding short SMS messages. Your response to Part B must be written as a report.

Part A: Thinking about matrix coding
ENCODING

Step 1: Character – Number encoding

Each character is encoded as a number.

Table 1:
Alpha numeric code
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z

	0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12
	13
	14
	15
	16
	17
	18
	19
	20
	21
	22
	23
	24
	25


e.g. the word encryption could be written as 4, 13, 2, 17, 24, 15, 19, 8, 14, 13
Step 2: Choice of an encryption matrix (also called the key) 

e.g. Encryption matrix A = 
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Step 3: Write the message in a form that can be encrypted. 

In this case 2 rows are needed, or a series of 2 x 2 matrices.

Matrix M =  
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  or we could have used

M =  
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Alternatively, we could break the message into blocks of 4 and get the matrices:


M =   
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Note the use of ZZ at the end of the message to fill up the spaces. This is clumsy and perhaps a new character could be introduced to do this with.

The encryption matrix does not have to be a 2 x 2 matrix. One is used here for illustration purposes only.
Step 4: Encode the message using matrix multiplication

e.g. AM =  
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 X 
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Think about the way the message has been encoded and the kinds of SMS messages you send. Are extra characters needed (e.g., spaces, full stops, numbers)? Would spaces and full stops help to give away the code?

SENDING THE MESSAGE

SECURITY LEVEL A

The message could now be sent as a series of numbers. -9, -15, 9, 11, 1, 31, 47, -3, -14, 11

Separate to this, the code and instructions for decoding could be sent to the intended recipient.

For instance, in this case, we could send the instructions:

· Convert the series of numbers to a 2 x n matrix using the first half of the numbers for row 1 and the second half of the numbers for row 2

· Pre-multiply the above matrix using the inverse of matrix 
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· Use Table 1 to convert your resulting numbers back to letters.

SECURITY LEVEL B

For greater security, the numbers could now be re-coded as letters. Before we can do this, the numbers must be converted to a number between 0 and 25 using Modulus 26 mathematics.

Modulus 26 mathematics
To understand mod 26 maths, consider the following. 

As we have 26 characters a result not in the range 0 to 25 would be meaningless, mod 26 arithmetic keeps all results within our desired range. If a result lies outside of this range we just add or subtract multiples of 26 until the remainder is within our specified range.

e.g..    30 (mod 26) = 30 – (1x26) = 4 and   -59 (mod 26) = -59 + (3 x26) = 19

The coded matrix above 
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 would become  
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  and the encoded message would become rljlzgwynm
Again instructions for decoding this message would now be sent to the recipient separately.

For instance, in this case, we could send the instructions:

· Use Table 1 to convert the message to a series of numbers

· Write the numbers in two rows, using the first half of them for the top row and the second half for the bottom row. Fill any remaining spaces with a zero.

· Pre-multiply the resulting matrix using the inverse of matrix 
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· Use mod 26 maths to convert the elements of this product to numbers between 0 and 25.

· Decode the letters using Table 1.

SOME TRIAL AND ERROR
Develop your own coding system for encoding letters to numbers. When you submit your investigation, you may not use Table 1 without some changes.
Develop your own matrix multiplication based method of encoding a message. 

The encoding matrix should not be limited to a 2 x 2 matrix. 
Not all matrices will work as encoding and decoding matrices. Find at least one example of a matrix that does not work. 

Try to find out which of the encoding matrices don’t work for both levels of security. What is important when choosing an encoding matrix?
Practise coding and decoding at least one message using both levels of security and writing instructions that someone else can follow to use your coding and decoding method. 

Get someone else in the class to use your method to decode a message you have sent them. In an appendix at the end of your report, acknowledge the person who helped you to refine your instructions.

INTERNET RESEARCH

Conduct some research into an aspect of cryptology and cyphers. Some suggestions for areas include:

· Banking details

· Emails

· Types of encoding

Try to find out how some methods of encryption work and in what sort of environment they might be used. 

Think about whether or not they might be suitable to encrypt SMS messages sent from a mobile phone and why this would be so.

Part B: The Task

You have been tasked with writing a report on encrypting short messages that are to be sent between separate offices of your company by SMS texts. There is some concern that the messages will be intercepted by competitors. As the messages are so short and on their own may not provide the competitors with vital information, they may be encrypted with relatively low security such as is provided by the above encryption methods. Your report should be titled “A report on low level encryption of short messages” and should contain the following features:

· An introduction to the task

· A short summary one of the different types of encryption in use today.

· A brief indication of why these current methods are unsuited to a small enterprise requiring only low level security. (Around 250 words.)

· An explanation of your proposal for encoding and decoding messages for each of security levels A and B as described above.

· A worked example of the encoding and decoding of a short message (10 – 20 characters) using two methods similar to Security Level A and Security Level B described above. 
You may not use the encoding table or encoding matrices that are used in the examples provided earlier.
· An explanation of any difficulties that might be encountered when using either method.

· A recommendation of the method you would choose with explanation of why you recommended it.

· An appendix to your report acknowledging the help of the person who helped you to refine your instructions.

Performance Standards for Stage 2 Mathematical Studies
	
	Mathematical Knowledge and Skills and Their Application
	Mathematical Modelling and 

Problem-solving
	Communication of Mathematical Information

	A
	Comprehensive knowledge of content and understanding of concepts and relationships.

Appropriate selection and use of mathematical algorithms and techniques (implemented electronically where appropriate) to find efficient solutions to complex questions. 

Highly effective and accurate application of knowledge and skills to answer questions set in applied and theoretical contexts.
	Development and effective application of mathematical models.

Complete, concise, and accurate solutions to mathematical problems set in applied and theoretical contexts.

Concise interpretation of the mathematical results in the context of the problem.

In-depth understanding of the reasonableness and possible limitations of the interpreted results and recognition of assumptions made.

Development and testing of valid conjectures, with proof.


	Highly effective communication of mathematical ideas and reasoning to develop logical arguments.

Proficient and accurate use of appropriate notation, representations, and terminology.

	B
	Some depth of knowledge of content and understanding of concepts and relationships.

Use of mathematical algorithms and techniques (implemented electronically where appropriate) to find some correct solutions to complex questions.

Accurate application of knowledge and skills to answer questions set in applied and theoretical contexts.
	Attempted development and appropriate application of mathematical models.

Mostly accurate and complete solutions to mathematical problems set in applied and theoretical contexts.

Complete interpretation of the mathematical results in the context of the problem.

Some depth of understanding of the reasonableness and possible limitations of the interpreted results, and recognition of assumptions made.

Development and testing of reasonable conjectures, with substantial attempt at proof.


	Effective communication of mathematical ideas and reasoning to develop mostly logical arguments.

Mostly accurate use of appropriate notation, representations, and terminology.

	C
	Generally competent knowledge of content and understanding of concepts and relationships.

Use of mathematical algorithms and techniques (implemented electronically where appropriate) to find mostly correct solutions to routine questions.

Generally accurate application of knowledge and skills to answer questions set in applied and theoretical contexts.
	Appropriate application of mathematical models.

Some accurate and generally complete solutions to mathematical problems set in applied and theoretical contexts.

Generally appropriate interpretation of the mathematical results in the context of the problem.

Some understanding of the reasonableness and possible limitations of the interpreted results, and some recognition of assumptions made.

Development and testing of reasonable conjectures, with some attempt at proof.


	Appropriate communication of mathematical ideas and reasoning to develop some logical arguments.

Use of generally appropriate notation, representations, and terminology, with some inaccuracies.

	D
	Basic knowledge of content and some understanding of concepts and relationships.

Some use of mathematical algorithms and techniques (implemented electronically where appropriate) to find some correct solutions to routine questions.

Sometimes accurate application of knowledge and skills to answer questions set in applied or theoretical contexts.
	Application of a mathematical model, with partial effectiveness.

Partly accurate and generally incomplete solutions to mathematical problems set in applied or theoretical contexts.

Attempted interpretation of the mathematical results in the context of the problem.

Some awareness of the reasonableness and possible limitations of the interpreted results.

Attempted development or testing of a reasonable conjecture.


	Some appropriate communication of mathematical ideas and reasoning.

Some attempt to use appropriate notation, representations, and terminology, with occasional accuracy.

	E
	Limited knowledge of content.

Attempted use of mathematical algorithms and techniques (implemented electronically where appropriate) to find limited correct solutions to routine questions.

Attempted application of knowledge and skills to answer questions set in applied or theoretical contexts with limited effectiveness.
	Attempted application of a basic mathematical model.

Limited accuracy in solutions to one or more mathematical problems set in applied or theoretical contexts.

Limited attempt at interpretation of the mathematical results in the context of the problem.

Limited awareness of the reasonableness and possible limitations of the results.

Limited attempt to develop or test a conjecture.


	Attempted communication of emerging mathematical ideas and reasoning.

Limited attempt to use appropriate notation, representations, or terminology, and with limited accuracy.
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