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Introduction
The issue in the scenario is online privacy, which is something every person has a right to but because no one owns the internet, our information can be put on there without our consent.

According to the Wikipedia, online privacy is defined as; internet privacy consists of privacy over the media of the internet. It's the ability to control what information one reveals about oneself over the internet, and to control who can access that information.

Image removed
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Facebook
Facebook is a free social networking service in which allows users to create a personal profile, contact friends/family, upload photos and exchange messages. Facebook has a policy that does not allow third parties to take any personal information without consent of the user, warning users that information is published at their own risk.

Facebook provides users with the option of a public or private setting. The public setting allows information or your events that are posted on Facebook to be viewed by anyone without being approved by the user. Whereas the private setting allows the user to keep information hidden by not being found in search. This relates to the scenario because the girl did not have her Facebook set to private which allowed people to access her information.
Below is an example of Facebooks home page

There are settings that allow you to block access to your personal information by search engine spiders. However, Google can access your name, profile picture and information about your profile, as presented in the scenario.
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Facebook
One of the main issues regarding all social net working sites is images as it can't be protected from being copied by other users. Tagging people is also an option. photo tags appear in the tagged people's album which provides access to their friends or families information. There are many users that want Facebook to change these settings.

Example;

Someone online can right hand click on the image and save it to their computer without having the Facebook users consent. 
When you are tagged, Facebook will send you a notification that tells you what you have been tagged in. (see appendix 2)
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Facebook

When on your home page or your profile, click on the account option on the top right hand corner of the page and select privacy settings to change the privacy settings of your profile.

If you are under the age of 18, Facebook will take extra steps to protect your information.

Above, is the privacy settings in which give you a variety of different options in order to protect your information. Click on the customise button at the bottom of the page to change your privacy settings.
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Strategies

You may block people that you don't trust or don't want to view your personal information by clicking on the box(s) (labelled above) and typing the name of the person/people that you don't want to see your profile. Once the changes have been saved, the person you have blocked will no longer be able to view certain information.
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You may preview your profile by clicking on preview my profile. This allows you to see your profile and the privacy settings you have chosen. This is how someone would see your profile Example;
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Strategies
Once your information is posted on Google, there is a high risk that the personal information can be misused leading to identity fraud, personal safety and cyber bullying. The best ways to ensure unwanted information does not end up on the internet is to get the Add-on for Firefox. The Firefox add-on for the Google sharing system ultimately aims to provide a level of anonymity that will prevent Google from tracking your searches and your information.

Other options:

· Use a strong, unique password

· Be cautious of suspicious emails

· Only accept trusted people as friends on social networking sites

· Change your default settings

In the scenario, images had been picked up by Google signifying the Facebook page was set to the public default setting. The default settings should be changed to provide greater security for the user.
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How Google collects images?
Search engines such as Google or Yahoo collect nearly everything on the internet by sending out 'spiders' to search every webpage. Even if you aren't using the services of Google, they can still track you and your online activities which will automatically be placed on the internet. This is what occurred in the current scenario. Once you put any information on the internet and it gets found, it automatically goes into the Google index, which takes copies of every website, crawled over. Once your information is in the Google index, information can never be removed from the internet again.
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Removing images from Google
Search engines, such as Google have unrestricted access to the internet and once it finds your personal information, it will forever be on the internet. However, there is a solution. To prevent your images from appearing in Google's index, add a robots.txt file to the root of the server that blocks the image.

e.g

if you want Google to exclude the dogs.jpg image that appears on your site at www.yoursite.com/images/dogs.jpg. add the following to your robots txt file:

user-agent: Googlebot-Image
disallow:/images/dogs.jpg

The next time Google crawls your site; it will see this code and drop the image from the search results, never appearing on Google again.
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Conclusion
There is a high risk that any information that you post on social networking sites such as Facebook can be accessed by other people without your consent. In the scenario, the access was gained through Google. Even though there are strategies to help your security on social networking sites there will always be a risk of unwanted access and new methods to overcome security. Facebook often updates its security without you knowing so make sure you always update your social networking security settings regularly.
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Social, ethical and legal
The internet allows anyone in any part of the world to do many things over the internet. The technology around which it is built is also changing and advancing rapidly. A source of concern is that the legal and ethical developments regarding the Internet are not able to keep up with the fast pace of technological change. The following information are all aspects that are currently being dealt with.

· protection of intellectual property

· prevention of fraud

· protection of freedom of expression versus problems of defamation

· protection of privacy

· control of Internet indecency versus free speech

· control of spamming
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Appendices
Appendix 1

The scenario
Recently, a friend decided to do a Google web search of their name. At the top of the Google Web list was their name with their Facebook site address, They then did a Google image search of their name to find the photographs that were on her Facebook page were now a part of Google.

Appendix 2

Facebook tagging:

Tagging is when someone points you out in a photo. When you upload a photo you can tag, or mark, or point out who's who so when others look at the photo they can know who the people are. This also creates a link back to your profile page.

Even when a tag has been added, you can remove the tag and it won't appear in your or the other persons album
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Stage 2 Information Processing and Publishing Performance Standards

	
	Understanding
	Development and Application
	Analysis and Evaluation

	A
	Comprehensive understanding of the most appropriate hardware and software for the completion of text-based communication tasks.

Comprehensive understanding of the design process in planning, producing, and evaluating text-based products.

In-depth understanding of the impact of social, ethical, and/or legal issues related to information-processing and publishing technologies.
	Discerning selection and highly proficient use of appropriate hardware and software in the completion of text-based communication tasks. 

Highly proficient application of manipulative and organisational skills in the use of information-processing technology.

Consistent and thoughtful application of layout and design principles to the production of text-based documents or presentations. 

Comprehensive and well-considered application of the design process in planning and producing text-based products.
	Perceptive and thorough analysis and evaluation of the impact of social, ethical, and/or legal issues most closely related to information-processing and publishing technologies.

Discerning evaluation of text-based products against design principles.

	B
	Well-informed understanding of appropriate hardware and software for the completion of text-based communication tasks.

Well-informed understanding of the design process in planning, producing, and evaluating text-based products.

Well-considered understanding of the impact of social, ethical, and/or legal issues related to information-processing and publishing technologies.
	Well-considered selection and proficient use of appropriate hardware and software in the completion of text-based communication tasks. 

Proficient application of manipulative and organisational skills in the use of information-processing technology.

Thoughtful application of layout and design principles to the production of text-based documents or presentations.

Well-considered application of the design process in planning and producing text-based products.
	Well-considered analysis and evaluation of the impact of social, ethical, and/or legal issues closely related to information-processing and publishing technologies.

Well-considered evaluation of text-based products against design principles.

	
	Informed understanding of appropriate hardware and software for the completion of text-based communication tasks. 

Competent understanding of the design process in planning, producing, and evaluating text-based products.

Informed understanding of the impact of social, ethical, and/or legal issues related to information-processing and publishing technologies.
	Considered selection and use of appropriate hardware and software in the completion of text-based communication tasks. 

Competent application of manipulative and organisational skills in the use of information-processing technology.

Competent application of layout and design principles to the production of text-based documents or presentations.

Competent application of the design process in planning and producing text-based products.
	Considered analysis and evaluation of the impact of social, ethical, and/or legal issues related to information-processing and publishing technologies.
Competent evaluation of text-based products against design principles.

	D
	Some recognition of hardware or software for the completion of basic text-based communication tasks.

Some understanding of basic aspects of the design process in planning, producing, and evaluating text-based products.

Awareness of some impacts of social, ethical, or legal issues that are partly related to information-processing and publishing technologies.
	Partial use of basic hardware or software in the completion of basic text-based communication tasks.

Some application of basic manipulative and organisational skills in the use of information-processing technology.

Some application of basic layout and design principles to the production of text-based documents or presentations.

Basic application of some aspects of the design process in planning and producing one or more text-based products.
	Some awareness of the impact of one or more social, ethical, or legal issues related to information-processing and publishing technologies.

Some basic assessment of text-based products against design principles.


	E
	Identification of aspects of hardware or software related to text-based communication tasks.

Some recognition of limited aspects of the role of the design process in planning, producing, and evaluating text-based products.

Limited consideration of any issues that may be related to information-processing and publishing technologies.
	Attempted use of basic hardware or software in attempting text-based communication tasks.

Limited application of manipulative and organisational skills in attempting to use information-processing technology.

Attempted use of elements of layout and design principles in the attempted production of a text-based document or presentation.

Attempted application of one or more aspects of the design process in planning and attempting to produce a simple text-based product.
	Emerging awareness of one or more aspects of the impact of a social, ethical, or legal issue related to information-processing and publishing technologies.

Attempted description of one or more text-based products, using one or more design principles.



Screen dump of page from Facebook has been 


removed due to copyright.





Understanding


Informed understanding of the impact of social, ethical, and/or legal issues is indicated by the rather superficial treatment of the topic.





Screen dump of page from Facebook has been removed due to copyright.





Understanding


Well-informed understanding of appropriate hardware and software is indicated by the selection of a word processor to complete the task; including use of page numbering and downloaded images.





Screen dump of page from Facebook has been removed due to copyright.





Understanding


Well-informed understanding of appropriate hardware and software is indicated by the selection of a word processor to complete the task and use of page numbering, without using any other of the special features of the software





Screen dump of page from Facebook has been removed due to copyright. 





Screen dump of page from Facebook has been removed due to copyright. 





Screen dump of page from Facebook has been removed due to copyright. 





Screen dump of page from Facebook has been removed due to copyright. 





Analysis and Evaluation


Informed understanding of the impact of social, ethical, and/or legal issues is indicated through the discussion of the ability to block access to personal information. The screen dumps provided supported the discussion.





Screen dump of page from Facebook has been removed due to copyright. 





Analysis and Evaluation


Considered analysis and evaluation of the impact of social, ethical, and/or legal issues is indicated by the suggestions for solutions. Greater depth of discussion would further support the response.





Understanding


Informed understanding of the impact of social, ethical, and/or legal issues is indicated by the list of issues.





Understanding


Informed understanding of the impact of social, ethical, and/or legal issues is indicated by the quality of Appendices which are included but sketchy.
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